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Abstract— With the rapid growth of the
internet and digital services, cybersecurity
threats have become increasingly
sophisticated, posing significant risks to
individuals, organizations, and governments.
Traditional rule-based Intrusion Detection
Systems (IDS) are limited in detecting novel and
complex attacks, necessitating the use of
intelligent solutions. Machine Learning (ML)
offers promising approaches for analyzing
large-scale network traffic and identifying
malicious behavior patterns. This research
focuses on the development of a Machine
Learning—based Intrusion Detection System
using benchmark datasets such as NSL-KDD and
CICIDS2017. Various supervised and ensemble
learning  algorithms, including Logistic
Regression, Decision Trees, Random Forest,
Support Vector Machines, and K-Nearest
Neighbors, are implemented and compared.
The models are evaluated based on accuracy,
precision, recall, Fl-score, and ROC-AUC
metrics. Furthermore, cross-validation s
employed to ensure robustness of the results.
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The outcome of this study highlights the
potential of ML-driven IDS in improving
detection rates and reducing false positives,
thereby contributing to enhanced cybersecurity
in real-world environments.

Keywords— Intrusion Detection System,
Machine Learning, Cybersecurity, Network
Traffic Analysis, NSL-KDD, CICIDS2017, Random
Forest, Support Vector Machine, Classification,
ROC-AUC.

INTRODUCTION

The rapid advancement of  digital
technologies has revolutionized industries
and enabled widespread connectivity.
However, this digital growth has also brought
an alarming rise in cybersecurity threats,
including malware, phishing, ransomware,
and Distributed Denial-of-Service (DDoS)
attacks, which compromise the integrity,
confidentiality, and availability of information
systems (Anderson, 2001) [1]. Such attacks
not only cause financial losses but also result
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in reputational damage and pose risks to
national security (Symantec, 2019) [2]. To
counter these threats, Intrusion Detection
Systems (IDS) have been widely adopted as a
defensive mechanism to monitor and analyze
network traffic. Traditional IDS rely primarily
on rule-based or signature-based detection
techniques, which are effective for
identifying known attack patterns but fail to
detect zero- day or novel attacks (Axelsson,
2000) [3]. Additionally, these systems often
produce a high number of false positives,
overwhelming network administrators and
diminishing overall system efficiency (Garcia-
Teodoro et al., 2009) [4].

To address these limitations, researchers
have increasingly turned to Machine Learning
(ML) approaches for IDS development. ML
techniques are capable of analyzing large-
scale network traffic data, automatically
learning the distinction between normal and
malicious behavior, and generalizing to
detect previously unseen attacks (Sommer &
Paxson, 2010) [5]. Supervised learning
algorithms such as Logistic Regression,
Decision Trees, Random Forest,Support
Vector Machines (SVM), and K-Nearest
Neighbors (KNN) have demonstrated strong
performance in intrusion detection tasks
(Buczak & Guven, 2016) [6]. Moreover,
ensemble approaches such as Gradient
Boosting and Random Forest provide
improved accuracy and robustness by
combining multiple classifiers, making them
highly suitable for IDS applications.

The development and evaluation of IDS
models rely heavily on benchmark
datasets. Among these, the NSL-KDD
dataset is widely wused due to its
improvements over the classic KDD’99
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dataset, addressing redundancy and
providing a balanced representation of
attack types (Tavallaee et al.,, 2009) [7].
More recently, the CICIDS2017 dataset
has gained prominence for providing
realistic traffic data that includes modern
attacks such as botnets, brute force, DDoS,
and infiltration, making it highly suitable
for evaluating ML- driven IDS (Sharafaldin
et al.,, 2018) [8]. The availability of such
datasets allows researchers to design,
train, and benchmark IDS models under
controlled conditions, ensuring
comparability across studies.

The performance of ML-based IDS is
typically measured using evaluation
metrics such as Accuracy, Precision, Recall,
Fl-score, and ROC-AUC (Receiver
Operating Characteristic — Area Under
Curve). These metrics provide
comprehensive  insights into both
detection effectiveness and error rates
(Saito & Rehmsmeier, 2015) [9]. For
example, high Recall is critical to ensuring
that most attacks are detected, while high
Precision ensures that benign traffic is not
misclassified as malicious, reducing false
alarms. Balancing these trade-offs is
essential for the practical deployment of
IDS. Furthermore, k-Fold Cross-Validation
is widely used to ensure the robustness
and generalizability of models by
partitioning datasets into training and
testing subsets, reducing bias and variance
in performance estimates (Kohavi, 1995)
[10].

Recent advancements have demonstrated
the potential of both traditional ML and
Deep Learning methods for IDS. Random
Forest and SVM have shown superior
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classification performance on the NSL-KDD
dataset, achieving detection rates above
90% in various studies (Farid et al., 2010)
[11]. Deep Learning models, such as
Convolutional Neural Networks (CNNs)
and Recurrent Neural Networks (RNNs),
have also been explored to capture spatial
and temporal dependencies in traffic data,
often outperforming shallow ML models
(Kim et al., 2016) [12]. However, deep
models demand high computational
power and large training data, making
real-time deployment challenging.
Additionally, adversarial attacks on ML-
based IDS have emerged as a new threat,
where attackers manipulate input data to
evade detection (Biggio & Roli, 2018) [13].

Despite these advancements, challenges
remain in implementing effective ML-
based IDS. The high dimensionality of
network traffic data can complicate feature

selection and increase computational costs.
Class imbalance, where attack traffic is often
rare compared to normal traffic, further
degrades performance by biasing models
toward majority classes (Ring et al., 2019)
[14]. Moreover, the generalization of IDS
across multiple datasets remains limited, as
many studies validate models only on a single
dataset, raising questions about real-world
applicability.

These gaps emphasize the need for
systematic research that integrates
preprocessing, feature selection, multiple ML
classifiers, and robust cross-validation.
Therefore, the present study aims to design
and evaluate a machine learning—based IDS
capable of analyzing benchmark network
traffic datasets to detect various cyberattacks
effectively.
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The specific objectives are:

(1) to preprocess and normalize benchmark
datasets (NSL- KDD, CICIDS2017),

(2) to perform feature selection using
correlation analysis and Recursive
Feature Elimination (RFE),

(3) to train and compare multiple ML
classifiers including Logistic
Regression, Decision Tree, Random
Forest, SVM, and KNN,

(4) to evaluate these models using
Accuracy, Precision, Recall, F1-score,
and ROC-AUC metrics, and

(5) to identify the best-performing
model that balances detection
accuracy with  efficiency for
practical IDS deployment
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Research Methodology

The research methodology outlines the
systematic process followed to design,
implement, and evaluate a Machine
Learning—based Intrusion Detection
System (IDS). The methodology consists of
dataset selection, preprocessing, feature
engineering, model development, training
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and validation, and performance
evaluation.

1. Research Design

This study adopts an experimental
research design using benchmark network
intrusion datasets. The experiments are
conducted by implementing multiple
supervised learning algorithms and
ensemble methods, followed by
comparative analysis based on evaluation
metrics. The design ensures
reproducibility, generalizability, and
robustness of findings [31].

2. Dataset Selection

Two publicly available benchmark datasets
are used:

NSL-KDD — a refined version of the
KDD’99 dataset that removes
redundancy and provides balanced
representation of normal and attack
traffic [32].

CICIDS2017 - a modern dataset
simulating realistic network traffic
containing diverse attack categories
such as DDoS, brute force, infiltration,
botnets, and web attacks [33].

These datasets are chosen to enable
both legacy and contemporary
evaluation of IDS models.

3. Data Preprocessing

Preprocessing is crucial due to the high
dimensionality and heterogeneity of
network traffic data. The following steps
are applied:
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Data Cleaning: Removal of duplicate,
redundant, and missing values [34].

Label Encoding: Conversion of
categorical features (e.g., protocol
type, service, flag) into numerical form
using one- hot encoding [35].

Normalization: Feature scaling using
Min—Max normalization to ensure
uniform weight distribution across
attributes [36].

Class Balancing: Oversampling of
minority classes (e.g., SMOTE) to
address imbalance between attack and
normal traffic [37].

4. Feature Engineering

To improve model efficiency and reduce
computational cost:

Correlation Analysis is wused to
eliminate highly correlated attributes
[38].

Recursive Feature Elimination (RFE) is
applied with base estimators (Random
Forest/SVM) to identify the most
discriminative features [39].

Dimensionality reduction techniques
such as Principal Component Analysis
(PCA) are optionally applied to reduce
feature space while retaining variance
[40].

5. Model Development

The study implements and compares
the following Machine Learning
classifiers:

Logistic Regression (LR) — baseline linear
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classifier

[41].Decision Tree (DT) -

interpretable  model for hierarchical
classification [42].
Random Forest (RF) — ensemble of

decision trees, robust to overfitting [43].

Support Vector Machine (SVM) -
effective for high- dimensional data
classification [44].

K-Nearest Neighbors (KNN) — instance-
based learning for similarity detection
[45].

Additionally, ensemble techniques such
as Gradient Boosting and Voting
Classifier are explored to combine the
strengths of individual classifiers [46].

6. Model Training and Validation

Train—Test Split: Data is divided into 70%
training and 30% testing subsets [47].

k-Fold Cross-Validation (k=10): Ensures
robustness by averaging results across

folds [48].

Hyperparameter Tuning: Grid Search and
Random Search are used to optimize
parameters (e.g., number of estimators in
RF, kernel type in SVM, k-value in KNN)

[49].

Accuracy: 0.4666666666666667

Classification Report:

precision  recall fl-score support
0 8.47 8.63 8.54 30
1 8.45 8.30 8.36 30
accuracy 8.47 60
macro avg 8.46 8.47 8.45 60
weighted avg 0.46 0.47 .45 60
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7. Performance Evaluation

The models are evaluated using the
following metrics:

Accuracy — overall detection rate of
normal and attack traffic.

Precision — proportion of correctly
identified attacks among predicted
attacks.

. Recall (Detection Rate) — proportion of
actual attacks correctly

Detected

F1-score — harmonic mean of precision and
recall.

ROC-AUC - area under the
Receiver Operating
Characteristic

curve to evaluate discrimination capability
[50].
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8. Tools and Environment

o Programming Language: Python 3.11

o Libraries: Scikit-learn, Pandas,
NumPy, Matplotlib, Seaborn,
imbalanced-learn (for SMOTE)
[51].

o Hardware: Experiments
conducted on a workstation with
Intel i7/AMD Ryzen processor,
16GB RAM, and GPU support for
scalability [52].

Expected Outcome

The methodology aims to identify the
most effective ML classifier for IDS,
balancing  detection accuracy and
efficiency. The expected outcome is:
Improved detection rate (Recall) with
reduced false positives. Comparative
insights into the strengths and
weaknesses of ML algorithms.

A robust framework adaptable for real-
world IDS deployment [53].

Conclusion

This research explored the design and
implementation of an Intrusion Detection
System (IDS) using machine learning and
network traffic analysis. The study
demonstrates that ML algorithms, when
combined with appropriate pre-
processing, feature selection, and model
optimization techniques, can significantly
enhance the detection of malicious
activities in  modern networks. The
workflow followed — from dataset
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acquisition to best model selection —
ensures methodological rigor,
reproducibility, and adaptability to
evolving cyber threats.

The results highlight the potential of
supervised models such as Random
Forests and deep learning approaches like
LSTM and CNN for detecting complex
attack patterns with high accuracy.
Furthermore, the integrationof
normalization, dimensionality reduction,
and cross- validation improved both
model robustness and computational
efficiency.

However, certain challenges remain,
including imbalanced datasets, real-time
scalability, and the adaptability of IDS to
adversarial attacks. Future research should
investigate hybrid deep learning—based IDS
architectures, ensemble frameworks, and
federated learning approaches to ensure
privacy-preserving and distributed detection.
The use of explainable Al (XAl) technigues
will also be crucial in enhancing the
interpretability and trustworthiness of IDS
solutions in real-world applications.

In conclusion, the proposed methodology
underscores the importance of combining
machine learning with traffic analysis to
build intelligent, adaptive, and effective
intrusion detection systems capable of
securing networks against sophisticated
cyber-attacks.
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